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COMPUTER AND DATA SECURITY PROCEDURE (Including requests to work from home)

INTRODUCTION

The purpose of this procedure is to define the arrangements and responsibilities for the physical security of computer hardware, backup of computer data, verification that the backups are effective, and storage of backup data. It also sets out the basis on which software additions may be made to individual PCs, the system or the network.

It is essential that the practice has full and accessible data backups to ensure that data can be restored in the event of any system failure, meaning normal operations can be resumed quickly and effectively.

There are also a number of precautions to be taken to protect the physical security of computers. These precautions depend on the situation.  Different precautions need to be taken for computers used away from the workplace and for laptops used in a variety of locations.

In view of the accidental releases of personal data from a variety of Government organisations it is generally recognised that the risk involved in transporting data “off site” is far greater than the risk of accidental destruction or loss whilst the information is on the premises:

	Patient identifiable information is secure

Data transfer methods are secure
That remedial action is being taken if these two issues are weak

In addition:

	Personal identifiable information is not to be stored on removable devices such as CDs, memory-sticks and external hard-drives etc. unless it is encrypted

Data is not to be downloaded or stored on portable media such as laptops, mobile phones, PDAs etc. unless it is encrypted
Personal identifiable information is not to be stored on PC equipment in non-secure areas unless it is encrypted.

These requirements apply to all public sector organisations.

Given the complexity of adequate encryption tools, the above requirements will be enforced within the practice pending further instructions.


STORAGE AND BACKUP

Any data stored on a computer hard drive is vulnerable to the following:

	Loss due to a computer virus

Physical loss or damage of the computer eg
Theft
Water damage
Fire or physical destruction
Faulty components
Software

In particular there is a risk of breach of confidentiality where a computer is stolen or otherwise falls into unauthorised hands.

PRECAUTIONS TO BE TAKEN
Servers should not be used as regular workstations for any application
Access to servers should be authorised and all server access should be recorded in a dedicated logbook 
Use a shared drive on a networked server for all data wherever possible
	No patient data will be stored on a PC or other equipment in non secure areas.
	Take extra precautions to protect the server, Servers should be sited away from risk of accidental knocking, spillage of drinks, leaking pipes, overheating due to radiators and be inaccessible to the public.

Where a PC is standalone, ensure the hard drive is backed up weekly and any confidential data protected.

Since 2013 the Practice’s clinical information is backed up to a remote server. 


Non clinical information is backed up to a server onsite and is backed up weekly by the Practice Administrator and in the event of her absence, the practice secretary will assume responsibility for this procedure.The tapes will be stored in the Office safe.

BULK DATA EXTRACTIONS

No bulk extracts or manipulation of data or coding is permitted other than with the prior permission of Liz Scott, Practice Manager.


PROTECTION AGAINST VIRUSES
Data is vulnerable to loss or corruption caused by viruses. Viruses may be introduced from floppy discs, CDROM.DVDROM, other storage media and by direct links via email and web browsing.

The following precautions will be taken:

	Virus protection software will be installed on ALL computer equipment
	ITS are responsible for maintaining and updating our anti-virus software.

Liz Scott, Practice Manager, and in her absence April Gordon if any viruses are found. ITS will then be informed.
 Software installation will be in accordance with this protocol and only authorised licensed software is to be installed on the Practices  equipment
	Please see appendixes which contain specific instructions on downloads, attachments and unknown senders etc.
Physical restrictions e.g. drive locks / disable drives will be used where appropriate
All staff will be made aware of data security issues in all IT related protocols and procedures
	Use of the Internet and your PC is covered in the practice’s disciplinary policy


INSTALLATION OF SOFTWARE
Software purchase will be authorised by the Practice Manager who will supervise the loading of the software onto the system or individual PCs in accordance with the software licence.

Staff are prohibited from installing or upgrading personal or purchased software without the written permission of the nominated person

Staff are prohibited from downloading software, upgrades or add-ins from the internet without the written permission of the nominated person

Staff are permitted to receive and open files received in the normal course of business providing they have been received and virus scanned through the standard virus software installed by the clinical system supplier

HARDWARE

Staff and contractors are not permitted to introduce or otherwise use any hardware or removable storage devices into the practice other than that which has been provided, or pre-approved, by the practice.

The use of removable storage media is only authorised for Liz Scott. Practice Manager, April Gordon, operations Manager and Natalie Lipman, Reception Manager.

Removable storage media (including CDs and other similar temporary items) which are no longer required must be stored securely for destruction along with other PC equipment. Liz Scott will be responsible for the secure storage of these items.

PROTECTION AGAINST PHYSICAL HAZARDS

Water
Check that the PC or server are not at risk of pipes and radiators which if damaged could allow water onto the equipment
Do not place PCs near taps/sinks
Do not place PCs close to windows subject to condensation and water collection on windowsills
Ensure that the PC is not kept in a damp or steamy environment

Fire/Heat
Computers generate quite a bit of heat and should be used in a well-ventilated environment. Overheating can cause malfunction as well as creating a fire hazard
Try to place the PC away from the direct sunlight and as far as possible from radiators or other sources of heat
Normal health and safety protection of the building against fire, such as smoke alarms and CO2 fire extinguishers should be sufficient for computers. If backup tapes are kept on the premises, they must be protected against fire in a fireproof safe
Ensure that ventilators on computers are kept clear
Do not stack paper on or near computers

Environmental hazarads
Computers are vulnerable to malfunction due to poor air quality, dust, smoke, humidity and grease. A normal working environment should not affect safe running of the computer, but if any of the above are present consider having an air filter. Ensure that the environment is generally clean and free from dust.

Power supply 
Protect against power surges by having an uninterrupted power supply fitted to the server.

In the event of the premises becoming unusable, a pre-tested ‘IT disaster recovery procedure’ needs to ensure that systems can be run off site, including replacement hardware.

PROTECTION AGAINST THEFT OR VANDALISM VIA ACCESS TO THE BUILDING

In addition the following precautions are in place to protect the building such as:

	Burglar alarm with intruder monitor in each room
	Smart Cards must not be kept in the computer either overnight or when the room is not being used 

All clinical rooms should be locked when not in use even if it is for just a few minutes.
	Appropriate locks or keypad access only on all doors
Seal off separate areas of the building, eg reception area should have shutters and lockable door, and all separate rooms should be locked when the building is unoccupied.
Where the building is not fully occupied, eg during out of hours clinics, only the required rooms and corridors should be accessible to the public eg admin areas and consulting rooms not in use to be kept locked
Ensure there is a clear responsibility for locking the doors and securing the building when unoccupied
Ensure any keys stored on site are not in an obvious place and any instructions regarding key locations or keypad codes are not easily accessible
Have a procedure for dealing with unauthorised access during opening hours
Ensure keypad codes and alarm codes are changed regularly, especially after staff leave employment
Ensure that there is appropriate insurance cover where applicable
Maintain a separate record of hardware and software specifications of every PC in the building
Specific precautions relating to IT hardware are:
	Locate PCs as far away from windows as possible
Clearly security mark all PCs and all parts of PCs
Have an asset register for all computer equipment which includes serial numbers
Ensure each PC is password protected

MOBILE COMPUTING

The surgery has XXX laptops. One laptop is enabled with internal WiFi and is for home visit use only.


Particular precautions need to be taken with the laptops both when they are used on site and when taken offsite

On-site

Laptops, palmtops and any other portable devices are more vulnerable than PC’s because they are easier to pick up and remove and therefore more desirable to the opportunist thief. It is also less likely, in some circumstances that their loss will be noticed immediately. However, because of their size it is possible to provide extra protection:

	When the device is not in use and away from the Surgery premise it should be stored in a secure location

Where it is left on the premises overnight, it should be stored in the  cupboard in the Managers Office
Where the device is shared have a mechanism for recording who is responsible for it at any particular time

In transit
Computers should not be left unattended in cars. Where this is unavoidable, ensure that the car is locked and the computer is out of site in the boot or at least covered up if there isn’t any boot.

The responsible staff member should take the device with them if leaving the vehicle for any length of time

Use in a public place
The device should remain with the member of staff at all time
Care should be taken when using the device that confidential data cannot be overlooked by members of the public eg on public transport

Use in a patient’s home
The device should have a password protected screen saver
The device should remain with the member of staff at all times
Care should be taken that confidential data cannot be seen by other members of the family/carers

Use on other premises (EG outreach clinic)
The device should remain with the member of staff at all times
When the device is not in use, it should  be stored in a secure location
Where it is left on the premises overnight, it should be stored in a locked cupboard or drawer

SMART CARDS

Where access to the clinical or other systems is to be controlled via the issues of a Smart Card the following will apply:

	Smart cards are issued to an individual on a named basis and are for the use of that person only

The access level relating to an individual is personal and must not be shared or otherwise made accessible to another member of staff
The Smart Card is to be kept under the personal control of the individual to whom it has been issued at all times and must not be left inserted into a smart card reader when the individual is not present
The Smart Card will normally be held on a neck cord or other similar device to ensure that it remains with the owner
On leaving a terminal, the Smart Card is to be removed on every occasion
Staff members should are not to leave their smart cards on the premises when they leave work
Staff members leaving their cards at home will be required to go and collect it
Staff member sharing Smart Cards on more than one occasion will be considered for disciplinary action in accordance with the practices normal procedures. This would normally be after an informal warning
Staff members must report the loss of a card to the Practice Manager as soon as it is known that the card is missing
	Smart Cards will not normally be handed over between individuals. In the event of a staff member needing to relinquish a card (eg over a holiday period) then this will be passed back to the Practice Manager who will log the transfer and retain the card securely

Home Working

OVERVIEW

  Home working must be approved by one of the Management team


Clinicians can only access the Practice Patient Data base using one of the Practices laptops


Staff working from home will be made fully aware of their Information Governance responsibilities. 

No confidential information should be taken away from the practice in paper format. 


Laptops

Remote access to practice systems is via password protected VPN tokens.
	Other family members or visitors to the employee’s home who use the computer must never have access to confidential data
	The device has a password-protected screen saver
Consider the physical security of the PC – vulnerability to theft or unauthorised access. Computer equipment should never be left unattended when logged in and switched on. Computer equipment must be kept in a secure place when not in use
Ensure that up-to-date virus protection is in place and updated regularly
Care should be taken that confidential data cannot be overseen by unauthorised third parties including other members of the family / visitors to the employee’s home
Ensure proper disposal of printouts of confidential data generated at the employee’s home
	Ensure the employee does not use the data for any purpose other than that authorised 

If a Staff member is taking a laptop home the following forms must be completed to ensure that users understand the terms and conditions of it use.

	Laptop User Agreement


Laptops taken home need to be logged in and out in the appropriate log.

No paper waste should be generated at the employees house. Any printing needed will be done at the Practice.
 


Signed: Liz Scott, Practice Manager

Date: June 2021 

Next Review Date: June 2022 








APPENDIX 1

INTERNET POLICY

The purpose of this policy is to clearly explain what is acceptable and unacceptable use of the Internet. 

Failure to comply may result in disciplinary action which could ultimately lead to dismissal or criminal prosecution.

GENERAL GUIDELINES

User names and passwords
Each user is responsible for maintaining the security of their individual login and password. Staff must not share their user name or password with anyone.  Passwords must be changed on a regular basis.

Computer protection
Do not leave a computer logged on and unattended. If a computer is left logged on and unprotected, another person can access the Internet in your name. Ensure that password protected screen savers or other mechanisms prevent the use of your identity by a third party.

USING THE INTERNET 

Acceptable use of the Internet
The internet is to be used for work related purposes, for example to help with research for work, to access useful work related sites, for professional development and training or to obtain information related to work. 
Limited personal use of the Internet is allowed providing it does not interfere with your work, nor expose the organisation to any expense or liability. Your manager may limit access to work related sites only, if this privilege is abused. You are required to act in accordance with your manager’s guidelines. 

Unacceptable use of the Internet
You are not allowed to access, display or download any material that is liable to offend.  Material liable to offend, as defined by the policies on equality and dignity at work  includes hostile or offensive text or images related to gender, ethnicity, race, sex, sexual orientation, religious or political convictions and disability. 

You must not use the Internet, to attempt any unauthorised access to resources (hacking).  Nor are you allowed to access hacker websites as some sites contain traps which may trigger malicious programmes when a page is read. 
	
The Internet must not be used for browsing, downloading and/or posting (as appropriate) any of the following:
	Content that expresses personal views about subjects unrelated to and inappropriate for a productive workplace; 

Accessing sites that relate to or provide information on criminal or terrorist activity; and/or
Accessing sites that the whole prime function is to provide Offensive material.  Posting, downloading or viewing pornography may constitute a criminal offence and is likely to be viewed as gross misconduct warranting summary dismissal.

Any breach may be treated as a disciplinary offence which could ultimately lead to dismissal or criminal prosecution. 

Unintentional breaches of security
If you accidentally find yourself connected to a site which contains offensive or hostile material, you must disconnect from the site immediately inform the Practice Manager.

Downloading of files and materials from the Internet
The following rules apply:
Users are responsible for virus checking the files. Where permitted, file downloads must be done in accordance with laws that protect copyright, designs and patents.
	It is a breach of security to download files which might or might reasonably be expected to disable the network or which have the purpose of compromising the integrity and security of the networks and file servers.

To intentionally introduce files which cause computer problems could be prosecutable under the Misuse of Computers Act.
·	Some materials on the Internet are copyright works or trade marks belonging to third parties.  You must not print or download or in any way attempt to reproduce or disseminate any document or material from the Internet unless you are sure that it is not protected by copyright or trade mark law
Joining chat rooms and news group
You can only join a chat group or news group related to your work.  You are required to conduct yourself in a professional manner. Be courteous and inoffensive. Unless you are authorised to do so, you are not permitted to write or present views on behalf of the Practice. 

	








APPENDIX 2

ELECTRONIC MAIL POLICY

INTRODUCTION
The purpose of this policy is to clearly explain what is acceptable and unacceptable use of electronic mail. 

Failure to comply may result in disciplinary action which could ultimately lead to dismissal or criminal prosecution.

GENERAL GUIDELINES

User names and passwords
Each user is responsible for maintaining the security of their individual login and password. Staff must not share their user name or password with anyone Passwords must be changed on a regular basis.

Computer protection
Do not leave a computer logged on and unattended. If a computer is left logged on and unprotected, another person can send messages in your name. Ensure that password protected screen savers or other mechanisms prevent the use of your identity by a third party.

USING ELECTRONIC MAIL

Please see 

 Sharing Sensitive Information by Email – A guide for Health and Social Care Email Users

 NHSmail Acceptable Use Policy (AUP)

Acceptable use of electronic mail
Electronic mail (e-mail) is to be used for work related purposes. Limited personal use of e-mail is allowed provided it does not interfere with your work nor expose the organisation to any expense or liability. 

Unacceptable use of the electronic mail
You are not allowed to e-mail material that is liable to offend.  Material that is liable to offend as defined by the Human Resources policies on equality and dignity at work (check your local policies) and includes hostile text or images related to gender, ethnicity, race, sex, sexual orientation, religious or political convictions and disability. You are not allow to e-mail material that has a criminal or terrorist content. You are not allowed to send chain or joke e-mails.

Any breach may be treated as a disciplinary offence which could ultimately lead to dismissal or criminal prosecution. 

Emailing Patient data
The table below is a summary of email addresses that are known / not known to be secure. 

Email to secure addresses are encrypted in transit and the receiving organisation has committed to protect the data upon receipt.






Recipient email address ends
Secure
Additional actions required
*.nhs.net
Yes
Secure – no additional action required
*.secure.nhs.uk
Yes

*.nhs.uk (does not end secure.nhs.uk)
Unknown
Use [secure] in the subject line
*.gov.uk
Yes
Secure – no additional action required
*. cjsm.net
Yes

*.pnn.police.uk
Yes

*.mod.uk
Yes

*.parliament.uk
Yes

Any other email address
Unknown
Use [secure] in the subject line

Attachments
Do not send large attachments unless absolutely necessary. Where drives are shared, indicate the location of the document in the e-mail so that the recipient can find the document. If you do send attachments you need to consider whether the document needs a copyright statement.
Advertising
The e-mail system is not intended for commercial or personal advertising. 

Virus protection and detection
All computers are protected with anti-virus software. However, this only works for a known virus. If you receive an e-mail from an unknown source, think before you open the e-mail. There may have been a warning issued about e-mails containing viruses. Delete any e-mail that you suspect may be a virus, close down the PC and notify the PCT Helpdesk immediately.

Downloading attachments
Proceed with caution when downloading an attachment from an unknown or untrusted source. If you suspect that an attachment contains a virus, phone the PCT  Helpdesk for advice.

E-mail content
E-mail is treated by a court of law in the same way as spoken or written statements. You must therefore take care with the contents of your e-mail as the contents may form a legally binding document.

Confidentiality clause
you need a confidentiality clause included in your e-mail in case the e-mail is not sent to the intended recipient. 
Distribution lists
E-mail distribution lists must only contain addressees who are appropriate recipients of the e-mail content. E-mail must not be sent out to a large number of people unless essential as you could be wasting people’s time and causing possible disruption to services. Do not ask for acknowledgements from distribution lists.

House keeping
Each mailbox has a storage limit and you must delete e-mail messages on a regular basis. If an important e-mail needs to be kept for future reference, save it in a personal folder. 






APPENDIX 3

POLICY FOR STAFF ON THE USE OF 
PORTABLE STORAGE DEVICES

INTRODUCTION

The Data Protection Act requires the surgery to have in place appropriate policies and procedures which provide for the efficient and safe storage of data covered by the Act at all times.  This also applies when using portable storage devices.  The criteria set out below must be followed by all staff using any portable storage devices (regardless of the source or ownership of such devices).  Portable storage devices include but are not limited to the following:

	USB Flash Drives, also know as Memory Sticks and Pen Drives

External hard disk drives, typically attached to USB or Firewire ports
Memory cards, used in internal or external readers 
Portable media players, including iPods, when used to store data

GENERAL GUIDELINES

With the upgrade to Window 10 removable storage devices can no longer be used.












 










